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Image forgery detection based on two-stream cascaded attention network
SUN Ran, ZHANG Yujin, ZHANG Lijun, GUO Jing

( School of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

Abstract: Copy—move and splicing are the two most common image tampering methods. The location of the forged area is the most
challenging problem in the field of image forensics. The paper proposes a two-—stream cascaded attention network to detect the
forgery area of a given tampered image. By considering the importance of pixels between different channels and the importance of
pixels at different positions in the same channel, two—stream cascaded attention network can learn more features to improve detection
accuracy. One of the two streams is an RGB stream, which extracts features such as edge abnormalities and color contrast from the
RGB image; the other branch is the noise stream, which captures the inconsistent noise information between the real area and the
fake area. The feature information extracted by the two-—stream network is fused in the bilinear pooling layer, and the tampering
detection result is output in the sofimax layer. Experimental results demonstrate that the proposed method performs better on common
datasets and is robust to JPEG compression.
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Fig. 1 The framework of the network
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Fig. 6 The process of Faster R—CNN
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Fig. 7 SRM filter
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Tab. 1 Comparison of the average accuracy of synthetic datasets

Jrik AP
RGB Net 0.445
Noise Net 0.461
RGB-N 0.627
RGB-N+CBAM 0.685
Proposed 0.714

# 1 1, RGB Net J&— > HL00 () RGB M 4%,
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Tab. 2 The division of training and testing sets
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Tab. 3 Comparison of F, scores from three public datasets

Method/ Dataset Columbia COVER CASIA
ELA!! 0.470 0.222 0.214
CFA1[] 0.467 0.190 0.207
MFCN!®! 0.612 0.541
RGB-N[®! 0.697 0.437 0.408
RGB+ELA! 0.745 - 0.665
RGB-N+CBAM 0.726 0.455 0.561
AR 0.763 0.480 0.633

x4 INRHEIEE AUC EXLE
Tab. 4 Comparison of AUC values for three public datasets

Method/Dataset ~ Columbia COVER CASIA
ELA!! 0.581 0.583 0.613
CFA1030) 0.720 0.485 0.522
MFCN!®! - - -
RGB-N[1! 0.858 0.817 0.795
RGB+ELA3! - - -
RGB-N+CBAM 0.871 0.832 0.801
AL 0.905 0.856 0.818
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DABRELA BRI E L 5 X T PRI 488
R H G ABRT R 1 X s, SCHR[ 13 ] 45
(AT A5 SR IR A, o S A7 A A A T 3] ) DX 3l A
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Fig. 8 Visualization of image splicing detection
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Tab. 5 The F, score of the algorithm under different compression

factors

QF
Method
100 70 50
RGB-N!"3 0.408 0.355 0.301
RGB+ELA[3Y 0.665 0.479 0.453
ARSI 0.633 0.521 0.471
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