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Research on the classification and detection methods of application
layer DDos attacks under SDN network architecture
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Abstract: DDoS attacks are mainly targeted at TCP-SYN and UDP at the transport layer, and ICMP flooding at the network layer,
etc. Early DDos attacks are easily detected by more advanced detection techniques such as machine learning and deep learning
techniques, and thus more sophisticated and targeted DDoS attacks, i.e., application layer attacks, emerge. In this paper, various
components in the SDN architecture are classified according to the scope of impact and attack intensity after being subjected to DDoS
attacks, while a simulation test environment is constructed using the lightweight tool Mininet, and the AdaBoosting machine learning
model is applied to further improve the accuracy of detection by distinguishing normal and malicious data traffic through the analysis
of data flows, which is useful for the SDN network. It is of practical significance to fully realize automated defense for SDN network
architecture.
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Fig. 2 Separation of data and control
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Fig. 3 OpenFlow protocol forwarding ( reactive mode)
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Fig. 4 Classification of DDos attacks based on SDN architecture
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Fig. 5 DDos defence in active mode
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Tab. 1  Analysis of performance metrics of different machine
learning techniques
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Z IR 0.833 0.833  0.833
AdaBoost ( ALRIERIAE NG 502648)  0.943 0.943  0.943
BEHLRR AR 0.839 0.835  0.835
J48 B 0.912 0.911  0.900
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