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Implicit authentication of multi-modal based on multi-scale convolution and LSTM
JIN Yuyao, ZHANG Xiaomei

(School of Electric and Electronic Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

Abstract: A multi-modal implicit authentication scheme (MMC-LSTM) based on the fusion of multi—scale convolution and long
and short—term memory neural network is proposed to address the problem that most previous authentication is based on single—
modal signals and the accuracy rate is not high enough. Combining the motion features and touch features of smart mobile devices
under multiple sensors as multimodal feature inputs, extracting behavior characteristics of different dimensions in parallel based on
multi—scale convolution with different—sized convolution kernels, and using long and short—term memory networks to compensate
for the lack of recognition of short sequences, a more accurate authentication can be achieved. To reduce the impact of user posture
shifts, a general framework of recognizing different postures before authentication is constructed. Experimental results show that the
proposed scheme can achieve an authentication accuracy of 98.2% on public datasets, which is 1.3% higher than the accuracy of
single-modal feature authentication and can effectively improve the accuracy of identity authentication.
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Fig. 1 Multi-scale convolution module
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Fig. 2 Implicit authentication framework
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Fig. 3 Comparison of signals before and after wavelet denoising
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Table 1 Comparison of accuracy and AUC values of different
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