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Evolutionary analysis of social security risks based on Bayesian networks
ZHAO Shengzhuo, CHEN Haoxing, ZHANG Xinze

(College of Information and Network Security, People’s Public Security University of China, Beijing 100032, China)

Abstract:; In order to improve the ability of social security risk prevention and control, an event chain model applicable to the
analysis of social security risk evolution is constructed based on Bayesian network. Firstly, the emergency in the process of social
security risk evolution are all regarded as basic units — meta—events. Then, Bayesian network is used as a modelling tool to associate
and merge the meta—event Bayesian network. Finally, six different meta-—events, namely, explosions, fires, collapses, leaks,
rainstorms, and mass events, are selected to construct the Bayesian network model, and the model is validated with the Dalian City ,
Liaoning Province, 14 August 2011 large—scale mass procession event as an example for model validation. The results show that the
event chain model based on Bayesian network has feasibility in practical application, and it can predict the probability of occurrence
of social security risks under different combinations of evidence according to Bayesian forward causal inference, and infer the
development and evolution of social security risks.
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Fig. 1 Meta event classification of unexpected events
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Fig. 2 Meta event Bayesian network
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Fig. 3 Social security risk evolution event chain
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Table 1 Meta event attribute node variables
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Fig. 4 Social security risk evolution event chain Bayesian network
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Table 2 Comparison between predicted values of node variable states and actual situations
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