®13% £5H 2 B8 it E M5 M A
Vol.13 No.5

202345 A

Intelligent Computer and Applications May 2023

XEHS: 2095-2163(2023)05-0114-03 HESES: TP393

ETEERANEMUZZMELEME RS

EFRE
(IRERZER MERER, B 450046)

MR SRS A

i E: TR S RS 2 B ML Hdy il Eg R BRAR B 8 O AR SO I A REROR , Bt AU S 5y M 4%
LEIMAL, RMERELOR R IFH T MRS WA R A i s 525, 10 00 MR AU SE 5 i e b ) 2 A AU 25 4, 4
HE MBS T IO 2% 2 4 B A R SRS | S8 R SEARAF BT o G e 0 L S 8 6, BT 14 By 0 2% 9 107 P TR o 40 52 ) 2 4 (i I
Hr B TCIE IO P A B PR P B A 32 0

RBEIA WA RAME R B BIRS; IS S); RAaXR AN

Virtual transaction network security defense system
based on honeypot technology

WANG Cailing

(Network Security Department, Network Security Department of Henan police college, Zhengzhou 450046, China)

[ Abstract] Because the process of virtual transaction is vulnerable to network attacks, thus revealing a large number of user
privacy information data, this paper introduces honeypot technology and designs a network security defense system for virtual copy
transaction. The honeypot technology is used to monitor the behavior of attackers. According to the monitoring results, the attack
data set is built, the security risk level in the virtual transaction process is divided, the security defense decision—making model of
the virtual transaction network is built, and the system software design is completed. Through comparative experiments, the new

defense system application can ensure the security of virtual transactions, make attackers unable to obtain user privacy information,

and protect user rights and interests from being damaged.
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Fig. 1 Structure of the virtual transaction network security defense

system module framework
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Tab. 1 5 Basic information records of the attackers
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