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DNA operation and new image encryption algorithm
for hyper—chaotic system

WANG Mengsheng, SUN Xianhe, MA Hongbin

(School of Electronic Engineering, Heilongjiang University, Harbin 150080, China)

[ Abstract] The security of traditional image encryption is limited, so a new image encryption algorithm based on DNA
computing, hyper — chaos system and hash function is proposed. The proposed scheme consists of horizontal arrangement and
diffusion of DNA.DNA horizontal arrangement is based on the Logistic-map mapping function applied to the DNA image to change
the position of elements in the DNA image. For horizontal DNA diffusion, two new algebraic DNA calculation rules are defined,
which are called DNA cyclic displacement. We use a variety of DNA calculation rules. Firstly, the displaced DNA image is diffused
with the key DNA image, and then the image is encrypted. Experimental analysis shows that the proposed image encryption scheme
has good encryption effect.
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Tab. 1 DNA code table
PUBEEl HERD ORI T B2 B3 B4 BINS HiWle M7 B8
0 00 A A T T C C G G
1 01 [ G C G A T A T
2 10 G C G C T A T A
3 11 T T A A G G [ C

1.3 {EF DNA it &R ZEFIRME
BANEWERGEH - HYEH (P,C K, Enc,
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Tab. 2 DNA operation table
n Ui fe F I 3 1% ek
MACGCT WACGCT FACCT RHEACCT FHACGCT HBACGCT LEBACGCT
ACATG ACGTA ATGCA A ACGT A TGCA A ACGT A ACGT
CACGT CACGT CGTAC C CATG € GTAC € TACG C CGTA
GTGCA GTACG GCATG G GTAC G CATG G GTAC G GTAC
TGTAC TGTAC TACGT T TGCA T ACGT T CGTA T TACG
A AR AR — AR RS, B, (4) .
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A 0.00 < PV <0.25
T 0.25 <PV < 0.50
Kpni = (12)
C 0.50 <PV <0.75
G 0.75 < PV < 1.00
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B E A T W BRI R A E T,
FEAAH SRR R AE A = A OCPE . DNA 7K AR &= B 4
AR .

HE1 i AKR/NHE x4 mn B9 DNA KL P3;

H]2 MRYE kA K 11 logistic map
PFE G S50 uw FRIERE 2 (0) , 5 (15) .

u=3.89 + (k;7 @k;S @kig @krzo @kél ®

by @ kyy @ by, Dk, ) /256 x 0.01 (15)
x(O) = (kyzs @kyze @k,ﬂ @k’zx @k’m @k,;o @
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u= 389+ (ky @ky ks Dky Dhy Dk, D
ki, @k @k, )/256 x 0.01
x(0) = (ky @k, Dby Dby Dkyy Dk, @
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logistic RGEIEIL 4 mn K2 K/NHA 1x4 mn B Hh
REHLIA] 1 PV
FEBS EX(18) A AR/NR Ix4mn 1YW
i OP;.

(17)

OP(i) = floor(7 % PV(i)) + 1 (18)
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kis @ k;6 ® k,,) /256
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{6 H 35 k(8
HE2 HEEIE P8 gnfid kMU I B PT,
B3I TG PT 4SS DNA EHZ P6;
$B4 15 key DNA K14 KDNA;
HBS il E DNA K% P6 A% %] DNA A
5 KDNA Z[RIFHAT DNA 47 0 392 55K I BR 3
sz, 3RS B DNA EIHE PS5,
|6 HII XA B DNA EE PS #E4T
DNA HEF 3652 55, T B HEF 14 5% ], 15 21 K HE 51
f) DNA % P4,
$B7 HIAEER DNA K4 P4 R hs ki E

AR HER/NK 1x4 mn #Y

DNA K% P3;
$B 8 Hral DNA ElME P3 fhd 4k i oo Ff%
P2;

SBY R PUICIEIR P2 S At O B R
P1,

3 LWHERMELZEMESH

AT Y 52K BR8E AK 1 8 Matlab R2018a 5
Windows 10 #:4E R 4¢, #1414 16.0 GB RAM AMD
Ryzen 7 5800H with Radeon Graphics 3.20 GHz,
HRSE R 512512 B R BEFEIR - Lena” | “ Bk 1E Ny
T R, AESCE R TR BRI TR
oAt JURR PG N2 7 22347 T LU

2 hh % 4] key = 6b679b3¢77826d30a79e
612114a8¢18df984¢176f46529(684748ad052241h17
B, A SR R 1 EUGON 2 7 SR i LS R AN &l 1
N, T LU S G 5 e B AR L, AR A 56 T
e R A TG B A RE AT S E 43

Plain Cipher image

Decrypted image

(d) BT B TER () BB I TIN5 1&T () BRI e s 14
1 BEEmEARNHEER

Fig. 1 Simulation results of the proposed image encryption scheme
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T3 ir ] Be S S 4R &, AR =
R, 8 G Rk i e 4 M s | R T
2'% =~ 100, UG 25 BB ok Re s K HT 2 1 Bk
AT EIG IR T Z8 v, wT DL 2 4 e 2% ) 25 1 14
B E W ER 3 2H B, B 256 57 SR 25 BH FN 256 MG Ay
H, BHAREMARNR 222 G KT 2%, B, A
(1) G2 7 28 A A% K %5 9 25 () iR 3
BT = i 2 g 2
32 BEFESH
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RS PG T B T4 A o A i, BN 4 7
FEMGET VG A EPR R SR, AR SCHR B R
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WEER AN E F L, X ARGl A X
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30(
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Fig. 2 Histogram analysis
3.3 HXRHHW

BT EG T B R SRR RHMHCRE
e flig i, X T E EEOR U, 3 B KSF DL RO AT
)3 3 AN B AH AR5 R Z 6] A 36 AR i A A OGPk
PRGN 2 3R 17 12 R AT 286 1 (R AR AR & A5 25 22 TR A A G
P, DA g it oty . AR EAE S 0, 7EAR
SCH 3R UGN 1 R h B AL e B K-
FIXF LD 17 _E Y 10 000 XFAAR S 2, IF g AR
(22) TR HHABIR R A R %L
cov(x,y)

VD(x) V/D(y)

co(xy) =0 X (3 = B (y, — B()

o (22)
D)=y X (- E(x)

1 N
E(x) =N2 x;
i1

Ho, N 2R R B « Fy ZWAHAR
BEMWIKEAE; E(x) Z¥YMHE; D(x) 27 %E;
cov(x, y) EWITE,

38 FIR Lena RIS EIR Lena LA K538
PRGN 25 A A A R B S AH A5 3R I AR DG 45 R
Kl 3 fi7, Lena S PG T RS A AR AR R R A e
BERET,

ocation(x,y) Pixel value on location(x.y)

(a)Lena

Pixel value on

Pixel value on
e

locatior

Pixel value on

Ic

yeati

Pixel value on location(x.y) Pixel value on location(x,y)

(b) B8k
B3 EMEENEXE

Fig. 3 Correlation of neighboring pixels

FIRETRL W, “ Lena” BBk 1X P 5K R 1Y
RO A BIAR W =7, 0 AH 5C 38 2O 10 1) 4 4% P 3R 114 2R
BARIET 0, FFASCHR 7 5 5IR A DNA 751
JEFRE T R DNA Zif% DNA FL AN HUII R
WSS HEAT XL , PR AR SR 0 WL 3E 3, T A& 3
ARSI T3 AR
3.4 EREDM

{5 JEL 0 2 M e T L BE ML ) B b o, X
(23):

20-1

H(m)= 3 p(m) logy——  (23)
i=0 P(mi)

Horp, DREERBENKE,p(m,) BIHE m HF
7 om IRER

XFT 256 ZK B BEML K BE R, A7 B0 A 328
WM 8 . 4 4~ EiH KR “ Lena” |, “ Baboon” B {5 B
$5 LA SR L 1) %% 5 (5148 S TR TE T DNA TP I iz
B IRIEA DNA Zi 6 DNA AN 0] A IR il e
DNA J7FIBAEFITR 1l R GedF AT be 3 L 2% 4, 7T UL %
R 0 A (A AR R 42 Fe(E 8, JF H %
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Tab. 3 Correlation analysis of images

JRIE I DNA 541 DNA T AN
bIEY {7 ELST] AR R Tl DNA %65 .
a o A TR
Lena FH 0.979 4 0.003 7 -0.019 6 -0.004 7 -0.000 9
K- 0.987 5 -0.000 4 0.019 7 -0.010 6 0.017 1
X 2K 0.967 1 -0.037 8 0.008 8 0.010 5 -0.009 4
b EH 0.873 5 -0.011 8 0.001 4 -0.007 5 -0.009 1
K 0.787 6 0.012 4 0.011 9 -0.013 6 0.010 1
POp eSS 0.757 6 -0.021 5 -0.005 5 0.015 6 -0.004 6
x4 BBHEREST
Tab. 4 Information entropy analysis of images
. . JRIAN DNA J51 {RIEA DNA DNA HAMRN  DNA JF3liz®
i HiA o e - .
MGz Yk RV o ke S AR RS
Lena 7.592°9 7.999 3 7.999 2 7.999 3 7.995 1 7.998 2
W 7.357 9 7.999 3 7.999 4 7.999 4 7.990 4 7.999 2
3.5 EHWE 33.463 5%, FEMLECZS M4 “ Lena” “HhHh7 10 ¥k, If

— AN A ) UGN Jy ZE ikt 4l PR AR B
& QRIS EUR P — MR R BTNV T DL 53
B EE EAE A TIB4 N8 T Sk BT 22 43 K
o BEFEALR (NPCR) I 85— F-2y 78 1k 38 i
(UACI) BZRWE M EZ AR, AR (24)
S

M N

NPCR(C,,C,) =

x 100%
W X NL=1,= (i.j) o

1 & & GG —Gliy) ]
UACI(C, ,C,) = XNZ JZ o x
100%
0 C(ij)=Ci
D(i,j)= I(L]) z(l]>

1 C,(i,) # Cy(i,))
(24)
Hedr ) M AN N G 950 2 38 G TE R A R
C,(i,j) FC (i, ) BERGEIEMAE (i, )) &
MG RAE AT S EUE
NPCR 1 UACI T3 {E 53 510 99.609 4% F

THE NPCR 1 UACI Wi/ MA e KIEFE S48, 45
R 5 3R 6, AR EGINE )5 % NPCR Ml UACI
SERAR R R WU, I, AR SCHE s i RS i
T3 %o 33 PG A UK, T LA R b 22 4y Mt
3.6 FHABBEST
B B RURR I A3 AT F8 2 N ik 2 L R v W LR
AR AR INIAE AL, 22 51 7 3 R A i AR pR
VG BT A 58 51 O A B R AR AT A7 B 437
PRI, 7 53 A ach 5 v P AR /0 2 03] 7 2365 4 oA SO e ¢
It B 2
/\@Jﬂ:ﬁﬁﬁu&%& N 2% HL 2 B 1 A m&ﬁ
U X RS R M IER 5], A BE IE A i
JEAG MG, AT AT SR R R, R AT T AR
o BE, BEPLAE — 256 (S8 K15 Hk, bl
PURE B FE 256 7 v i — A, 75 2 A~ 25 4 K2 il
K3, 2Rl 40 K1 F K2 %) Lena 3% 58 &% P
HEATINGE AR A B RS R C1 R €2, TS
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Tab. 5 NPCR and UACI values of single pixel variation of ordinary image

- . IRIEFAI DNA FF3) JEMAI DNA  DNA EAMIUA DNA K518 8 Al
(LR 3= Gty TR Gt RILRS
Lena NPCR 0.996 1 0.996 3 0.996 1 0.995 9 0.996 2
UACI 0.3350 0.334 8 0.334 7 0.323 9 0.334 8
Bk NPCR 0.996 1 0.996 1 0.996 1 0.996 0 0.996 2
UACI 0.334 7 0.334 6 0.333 9 0.324 3 0.335 1
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Tab. 6 NPCR and UACI values of two pixel changes in a normal image

ik i TRAM DNA JF5] JRIA DNA  DNA EAMIUIA DNA JE5s 8
PEIIE 5 b TR e s RIMRS

Lena NPCR 0.996 1 1.144 4e-05 0.995 9 0.996 3 0.996 2

UACI 0.334 6 5.385 5e-07 0.334 7 0.3259 0.334 4

bk NPCR 0.996 1 1.525 9e-05 0.996 2 0.995 8 0.996 2

UACI 0.335 1 2.094 3e-06 0.335 2 0.324 0 0.334 9
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