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Research on traceable and revocable attribute—based
encryption scheme in cloud-fog environment
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[ Abstract] With the explosion of data generated by IoT devices, a new paradigm called fog computing has been developed, which
can process and analyze data at the edge. Cloud computing and fog computing are used together for huge storage and processing
resources. However, the existing CP — ABE solutions are not suitable for the cloud IOT environment, because they cannot
simultaneously provide the following functions: anti key escrow, attribute revocation, malicious user accountability, and outsourcing
of complex operations. Therefore, this paper proposes a data security sharing scheme with accountability and revocation in cloud
environment, which supports key anti trust, attribute revocation and malicious user accountability. By outsourcing complex
encryption and decryption, attribute revocation, and malicious user accountability tasks to a third party, IoT devices are left with a
constant and small amount of computing. At the same time, the proposed scheme only updates the key components and ciphertext
associated with the revocation attribute to achieve multi —level revocation and improve its revocation efficiency. This scheme is
different from the existing CP—ABE scheme. The user holds a constant size key, which remains unchanged throughout the process.
The performance analysis of this scheme shows that the proposed scheme is safe,efficient, and suitable for resource constrained IoT
devices.
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Fig. 2 System model of the proposed scheme
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