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Research on secure transmission technology of wireless ad hoc network
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[Abstract] In order to improve the security and confidentiality of wireless ad hoc network carrier communication data
transmission, the secure transmission technology of wireless ad hoc network carrier communication data based on chaotic sparse
encryption is proposed. In the research, establish the blockchain distribution structure model of wireless ad hoc network carrier
communication data, use arithmetic coding and data steganography technology to realize the quantitative coding and feature
reorganization of wireless ad hoc network carrier communication data, extract the sparsity feature values of carrier communication
data, and construct the key system in the process of data encryption. Through the sparser key characterization method, the code
element frequency detection and data rearrangement of wireless ad hoc network shipboard communication data is realized, according
to the nonlinear characteristic distribution of the chaotic map, the data encryption and decryption protocols are designed, thereafter
the safe transmission of wireless ad hoc network shipboard communication data is realized. The simulation results show that the data
encryption reduces the risk of data attack and improves the level of data transmission.
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Fig. 1 Data transmission structure of wireless ad hoc network

carrier communication
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Fig. 2 Block diagram of coding and decoding structure of carrier

communication data coding of wireless ad hoc network
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Fig. 3 Encoding structure of carrier communication data of wireless

ad hoc network
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Fig. 4 The encrypted retransmission structure of carrier communication data of wireless ad hoc network
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Fig. 5 Implementation process of carrier —borne communication

data transmission of wireless ad hoc network
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Tab. 1 Chaotic encryption parameter

JinaE 3 Logistics 2% Rossel 2% aiE L |
JF3I 1 1.563 2.712 1.974
731 2 1.648 2.860 1.800
¥4 3 1.542 2.677 1.821
5 4 1.679 2.913 1.861
51 5 1.502 2.607 1.887
751 6 1.522 2.642 1.786
517 1.447 2.510 1.935
J¥51 8 1.487 2.580 1.882
JF51 9 1.537 2.668 1.678
JF51 10 1.442 2.502 1.821
JP3I 11 1.401 2.432 1.869
FF3) 12 1.371 2.379 1.821
513 1.416 2.458 1.638
731 14 1.311 2.274 1.590
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Fig. 6 Time domain waveform of carrier communication data of

wireless ad hoc network
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Fig. 7 Data encryption output
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Fig. 8 Data encryption level comparison test
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