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CP-ABE scheme for health data sharing in mobile cloud
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[ Abstract] In order to implement attribute—based fine—grained access control for Personal Health Information (PHR) in Mobile
Health (mHealth) cloud, this paper proposes an efficient and secure multi—privilege and large—attribute PHR access control scheme
based on mHealth cloud. The scheme is constructed on the prime order group, and the ciphertext is encrypted under the LSSS access
structure and associated with attributes. At the same time, the malicious users who leaked their permissions to unauthorized entities
are put into the identity information table and accurately tracked. Under the q—DPBDHE?2 assumption, the scheme is proved to be
statically secure in the random oracle model. The simulation experiment is implemented in the Charm cryptographic
framework. Compared with other schemes, the proposed scheme has better performance advantages and higher computational
efficiency.
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Fig. 1 The scheme proposed in the paper
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