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A security vulnerability detection method for instant
communication networks based on passive clustering algorithm

ZHANG Hewei, WANG Fengzhang

(ZaoZhuang Vocational College of Science and Technology, Zaozhuang Shandong 277599, China)

[ Abstract] In order to effectively discover network protocol vulnerabilities, prevent malicious attackers from leaking protocol
confidential information, maintain the security of the protocol operating environment, and improve security vulnerability detection
technology, this study proposes an application method of passive clustering algorithm in instant communication network security
vulnerability detection. Firstly, construct an instant messaging network security vulnerability model to define the monitoring area,
and then use passive clustering algorithm to obtain instant messaging network nodes. Based on the relative position of nodes, this
algorithm is used to determine the sequence of security arcs to search for node vulnerability arcs. Subsequently, ant colony algorithm
is used to detect all node security vulnerability arcs, thereby achieving the localization of complete security vulnerabilities. The
simulation experimental results show that this method can accurately detect security vulnerability nodes in instant messaging
networks, and the application effect of passive clustering algorithm in instant messaging network security vulnerability detection is
good. Therefore, this method has a positive effect on mining and preventing malicious attacks, and can improve the security of
instant messaging networks.
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Fig. 1 A security vulnerability model for instant communication

networks
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Fig. 2 The relative position relationship of instant messaging

network nodes
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Fig. 3 Relpositional relationships of adjacent network nodes
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Tab. 1 Experimental parameter settings
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Fig. 4 Comparison of instant messaging network security

vulnerability detection results
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Tab. 2 Time—consuming comparison of network security
vulnerability detection under the action of the three
methods
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