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Noise-resistant network traffic classification combined with feature selection
CHEN Shanshan, DONG Yuning

(School of Communication and Information Engineering, Nanjing University of Posts and Telecommunications, Nanjing 210003, China)

Abstract ; Network flow classification plays an important role in modern network management. In the increasingly complex network
environment, network flow noise has become a factor that cannot be ignored. However, the existing anti—noise network traffic
classification methods are still unsatisfactory in practice. In view of this problem, this paper proposes a noise —resistant network
traffic classification combined with feature selection method( NNTC-FS), which uses a voting mechanism to determine noise and
constructs a cascade model to implement online tasks that filter before classifying. Experiments on public datasets show that NNTC—
FS can achieve a classification accuracy of over 92%, and is superior to literature methods in accuracy and time performance.
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Table 1 Comparison of classification performance between the two methods

F1impE F1 R Acc
251 25

NNTC-FS  NSTC NNTC-FS  NSTC NNTC-FS ~ NSTC
Youtube 0.9565  0.906 5 SFTP 0.7273  0.557 3
Vimeo 0.960 8  0.900 8 FTP 0.7375  0.5675
Netflix 09704  0.950 4 Facebook_audio 09981  0.978 1
Facebook _video 0.9673  0.9173 Hangsout_audio 0.960 4  0.910 4
Hangsout_video 0.9582  0.9282 VolPBuster 0.8273  0.507 3 09235  0.8856
Skype_video 0.8012  0.601 2 Bittorrent 0.9882  0.988 2
Facebook_chat 0.9969  0.966 9 Email 09912  0.9712
Hangsout_chat 0.768 6  0.608 6 Spotify 0.6569  0.636 9
Skype_file 09597  0.979 7
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Fig. 4 Comparison of confusion matrices between two methods on ISCX
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Table 2 Comparison of time performance of different methods on

ISCX ms
. ISCX (17 %)
NSTC NNTC-FS
FEAE SR IR [i) 4.938 1 0.019 5
YLt 0.632 7 0.974 1
T A ] 0.030 3 0.008 8
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Tabel 3 Performance comparison of two methods based features

24 NNTC-FS NSTC
R H 8 20
FAFRAE (ms/FEAR) 0.002 3 0.020 5
JARERT (ms/FEAR) 0.018 4 0.410 0
Acc 0.892'5 0.866 7
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Fig. 5 Visualization of sample sets filtered by different methods
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