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Chinese sensitive word variant detection based on extended Trie tree
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Abstract: The arbitrariness and freedom of expression in internet language often lead to various word variants appearing on web
pages, posing a challenge to web information security. In this paper, a fast detection method of sensitive word variants based on
extended Trie tree is presented, which can be used to detect Chinese sensitive word variants. This paper first classifies the types of
Chinese sensitive word variants, then builds an extended Trie tree by enhancing the information within the nodes and the connections
between the nodes, then retrieves the Trie tree according to the generation rules of Chinese variants, and finally uses the BERT -
based binary classification algorithm to discriminate the retrieval results twice to reduce the false detection rate. Experiments show
that the accuracy of the algorithm is 98.69% and the recall rate is 94.25%. The algorithm can recognize common Chinese sensitive
word variants and meet the application requirements in time efficiency.
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Fig. 3 Chinese sensitive words extended Trie tree
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Fig. 4 Recognition rules for pinyin substitution
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Fig. 8 Segmentation extract training data
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Table 1 Examples of sensitive word variants
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Table 2 Tire tree size for different algorithms

Bk Trie % K/)»/KB
ST-DFA 316
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Table 3 Different algorithms take milliseconds to retrieve text of

different lengths ms
X7 20 °F 200F 2000 20 000 F
ST-DFA 17.93 18.17 24.34 54.37
RSWDT 3.94 23.49 645.63 2 455.64
RSWET 0.22 5.69 14.14 88.00
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Table 4 RSWET retrieval of long text takes time ms
A K FERT (ZAD/ms)
20 1 423.09
200 1 397.56
2 000 1 539.61
20 000 2 924.54
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Table 5  Comparison of results between different classification
models %
s Precision Recall F1
BERT+BilLstm 95.74 96.15 95.94
BERT+TextCNN 95.28 95.37 95.32
BERT 92.29 93.48 93.21
6 5 X R i) A AR S AR AT D, AN TR AR 1
BRAEELGRILEK 6,
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Table 6 Results of different variable search algorithms ¢

Bk Precision Recall F1
ST-DFA 97.00 40.50 57.14
RSWDT 93.26 65.75 77.13
RSWET 87.85 94.25 90.94

RSWET+/334% 98.69 94.25 96.41
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