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Research on attack detection method in physical capture phase
based on Internet of things

GAO Lin, LI Handong, ZHENG Huajun

(School of Electrical Engineering, Guizhou University, Guiyang 550025, China)

Abstract; This paper aims to optimize the capture rate of iot node attack detection, and takes the network nodes in the multi-
terminal flexible distribution network management iot platform as the research object. Aiming at the problem of detecting node
capture attacks in wireless sensor networks, this paper analyzes the characteristics of sensor nodes when they are captured, and
establishes a hierarchical network topology model of sensor nodes, based on this, an improved attack detection method in physical
capture phase is proposed. Besides the threshold of absence time, several thresholds such as the threshold of heartbeat difference and
the threshold of the number of abnormal events are introduced to enhance the detection ability. Finally, the topology of sensor
network is built by OMNET + + simulation platform and the simulation results show that the proposed method has advantages in
detection rate and so on.
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Fig. 1 Node capture attack diagram
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Fig. 2 Sensor node classification
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Fig. 3 Detection flow chart based on heartbeat sequence
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Table 3 Comparison of the number of captured nodes detected by

three methods
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Fig. 5 The arrest node column was detected by three methods
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Fig. 6 Detection rate of three methods
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Fig. 7 False positive rate of three methods
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Fig. 8 Missing negatives of three methods
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