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A new class detection method for incremental model updating
ZHAO Feng, DONG Yuning, QIU Xiaohui

(School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210003, China)

Abstract; Open set flow identification network traffic classification is an important part of network management. In order to adapt
to the changing network environment, there have been many researches aiming at open-—set flow recognition, but these methods
cannot update the model in an incremental way. To address this problem, this paper proposes an incremental update cascade
structure, which reduces the classification time by simulating new classes through screening, using confidence thresholds for new
class detection, and using a cascade of classifiers to progressively include emerging classes; and re—training multiple classifiers when
the number of cascaded classifiers reaches a set value. The proposed method is validated using real datasets and compared with
representative literature methods. The results show that, in terms of classification performance, the known class F1 and the
comprehensive performance index NA of this method can reach more than 0.9; in terms of time performance, the classification time
and the average model update time are significantly reduced, which are both better than the representative literature methods, and are
conducive to the realization of fast online new class detection and classification.
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14 BRI 2% ( Convolutional Neural Networks,
CNN) Fil Bifi HL 7% PR A5 7 ( Random Forest Classifier,
RFC) MRS EVT M54, T T8 BiUfi /R
3 (Weibull Distribution ) , 1 1< [5] {E 4 $5 4 5 254
A ABAE SZIEIN & 30 IE FE AR B0 9 AN e 5 4 4
B Weibull, EHIZE HA 78% 747 #9415

FH, & A KEIT AR R T OSFR, iX 28757
12 AT A3 IS T 31 A AU Ty ok R T2 Jl s A
PR BRI T AR T DU IR 2 AN RE
X B ER SR [ 3 288 S 491 P it B A A | 32 e
JEpoy

(1) FER DU SERE A 1Y [] I, A ) 2 0 2
ARHER A2

(2) QAT FEAS OB I AR I 1 B0 T, SRS 3
75 B AL NS AN [R) P I 2 S 48], AT 9 2 A 2 B
BT

ARSCHR H — PG B B UK L (Incremental
Update Cascade Structure Model, TUCS) . 7E Il %55y
B, MR T R0 258 A 8 0 A O e DL 26 5 T iy
B A RFC GORARAL TELk S S0 B A A |
SRR W 207 VR B 43 SR BE AN (] PR REAR AL T-4X
FMESCER T 5

1 HEXIE

7+ AL (Support Vector Machine, SVM ) i
T A ) i DG 3 28~ TR A A0 ) o A 42 ) 3 28 e
BB, SCHR[ 1142 1-vs—Set Frik, FEEBPINAT
T leas [A] UG F0L, LA %k H 2 20128 SRR I 1Y =5
], AH & —SE RIS P ok 5 ) J2 JCBR A9, T 7 = [H)
WS ATYIRAFTE s SCHR [ 12 )R AE R PR A T T 28,
il % T — 4~ % B 5l BE % ( Compact Abating
Probability ) B84 | 3t — 2 BR 1 T e s o] KU, 7
Shil b, AT IR A HE S ) B AL i (Weibull -
calibrated SVM, W-SVM) % FHEZ Y SVM Jr 1
(P-SVM) 38 i [ (B A4 0 26 05 S AT BB i) 17 I ik 2
(] BRURSE20 L BRI DA — AL G 324 2
L FHAE OSFR ] L, {31 40 35 = i 50 25 78 ) T i
L I HR B (Sparse Representation —based Open Set
Recognition, SROSR) , FF it 5 WA 1Y i 3 41 4 2 i
(Open Set Version of Nearest Neighbor Classifier,
OSNN ) & 14-15]

SR 1 3R J7 ¥R AN BE R A 2R B0 14 i 47 g
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R LACU-SVM ~f I 2 2] Bk . —28 C-1L ik
{0 SR ZET5 A I 2, (ELJC Wi B = ) 7 1 B8
RGN BEN 3 NS 0 B8 AN BRAEL, SOk [ 19 ] 36T
HIST Z% K (Tsolation Forest, IForest) & H H T4
BB B9 TG Wi B 2% ) BB 7% SENCForest ( Classification
under Streaming Emerging New Class) .
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2.1 fREBIHEZR

ARSI BAESR N 1 s, EEABOHEREN
Tk T8 R A I BE, T KR TE $2 B ( Feature
Extraction, FE) , A THRE 245 ( Feature Selection,
FS) . RELIZRR B, F FH John 2 B 48 AR E e A
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Fig. 1 Method framework of this paper
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TE RFC W JBEREAR « IR ¢, BIMERE L h
BEEELE o BB E 5 RSECE i Ee I, B (1) .

1 B
P(Cil xj?gr) =§Zlb(6‘i| xj?er) (1)
b=1

P Ty e 1 x,,6,) 355 b BB RITREA « S 75
J&F ¢, 25,1 F/RIET,0 #HIZ; 6, 4 RFC Z4;B N
RFC PR B

— FEA ) B {5 ( Confidence Measure, CM)
AT LAE S E(2) -

CM=i_l\/l[£{?(nP(ci| x;,0,) (2)

R, W — D EAEFEAS, QSRR SR o, 2R
W S K RN ¢, 25,

K RFC HAHC AT Z5, iR — A
K@ TAEATE A2 B4 CM AHB /N, A SOl FH 7
MEBIEE R R X — Ak, BEh 5 RENE A
25,5 MM 2, B2 200 DREAR, BAGE A
BRI 2 s, M 2 o LA 425 1000
MO REATE 0.9~ 1.0 (925 BE IX ], BT 2B pE A
) CM B )N

BN BEFEXEME 3 PR, BT RFC
JELE 1-5 R LIy, 554 1-5 22071
CMAEE K, JLFHEGE 1A FREE S35 6 - 10
() CM S-3442230T 0.6, B G AT AR FH X RE AR 4037 24
FEARLEYIZRITH

BRI

2 BERESHEAHE

Fig. 2 Histogram of confidence measure distribution
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Fig. 3 The mean of the sample confidence
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e AT B DUR SR AS T e 1) T S o
WL AL 3 4ds Hyy 3 LU, FIHITCAR 25 508
M SEREA CM A, Tt CM VT 0.6 FPE
BT . T 8 AU 2R EE A AT 2 e A
gRBE - CHIE TR H, .

2.4 HEER

2 oy RBHCR GRS Se R HT H, Al i
B TR S AT AN 426 H, TR
FEABYEARRE, IR CM BEA IR BT 25 04
CM AN FE e, I A ZAF b, R4 o)k
WAL 1R,

HiE1 omkaXkan

Input

rfes — QIR RIBESR
x — MIXEEFEA
s - é}}ﬁ/ﬂj‘ﬁ KN
th = 73R EI{H
Output
y =R AR T AR 25

1 for eachx do:

2 for classifier in rfes

3 flag < false

4 calculate CM of the sample x
5 if CM > th;:

6 y «— classifier (x)
7 flag < true

8 break

9 end for

10 if flag = = false;

1 B—BU {ux|
12 ifl Bl > s

13 updateMode ()
14 B« null

15 end for

16 yei{C,,C,,Cy,-,C, ,newclass |
2.5 HRBEUEH

MAFM PRI AT TSSO 7R AT
GBI OL T, R g 1 5 50 A B 5 I H B
AR, AT I A R B I [, A 2 B 7 3 A 9%
PSR

() FHINGHR-C L K0 Hy;

(2) VIZRIF IR — 3248 H, 55,

BEH Gk — o A I 2, 7 R (A L i 2
B HYUR oA RO EIGEE (M) I, H

HOHNZR I 2 00 Kt H, AU SR 24> — 03
o BRGNS 2 FroR, AL E R AR A 4
NS
k2 HAIE R
Input
rfes — CHIZERERES
set] - 2RI gk
buffer 8 —ZZA7th
set2— LI RAR 24k
Hy =i -C M 2%
mith — BT

1 generate a new label [

2 label the data in buffer 8 with label [

3 set2 «—set2 U {I}

4 size( current known class) n is size(set2)
5 if size (rfes) < mth:

6 train a binary classifie rrfc with data in
7 buffer 8 and some samples in setl

8 rfcs «—rfes U {ifc |

9 setl«<—setl U B

10 retrain H; with samples in setl

11 else

12 rfes<—null

13 setl<—setl U B

14 train a n Classifier rfc with setl

15 rfes <—rfes U | rfes |

16 retrain rfcl with samples in setl

17 B« null
3 KXRER5ITE

BEAR SO 1L TUCS 53R V-EVT™ i1k
Aext L,
3.1 HEE

U AE ISCX B4 R (AR ISCX) | #EAT,
ISCX H AR & — AR 4R 4t 12 2%, Bk
&1,

#z1 ISCX Ef&z8
Table 1 Specific information about ISCX

TAEH NEH AR
AL bitTorrent . ftp . skype 2000 *3
TR facebook \hangouts ,skype 2 000 * 3

A skype ,youtube | netflix 2 000 * 3

P i voipbuster 2 000

LIS facebook 2 000
HB {1 email 2 000
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Fig. 4 Model updating diagram

3.2 EMERR

TEVEAh I AR b RRE5 IB A0S MERE | L2 X i [1]
RORHATHT R . SPIEPERER ] 4 FIIEM 4R AR, 239
EBEER(P) BLEE(R) F1 538U F1_score) FIF
TLIERHF(NA) .

PS50 R AEREAS B 25 R b LA P ) ]
~NF(3) .

p=_1" (3)
TP + FP
R AT IEREAR T B H O LA, A (4)
J— (4)
TP + FN

F1_score 3& P F1 R B—Fh A A (5) .

2XPXxXR
P+R (3)
Hedr TP R TN J3 5102 BGRB8 9 1 i 402K
FIREAEL, FP FFN 43 52 BGRB8 R 43 2

F1_score =

IREA SR,

NA J& AKS Fl AUS B , AKS Fm BLAIE
HEWR AUS FoRpi a0 ARt (6) ~
(8) Hi7s.

NA = AMKS + (1 = A)AUS (6)
> (TP + TN)
AKS = (7)
> (TP + FP + FN + TN)
TU
AUS = (8)
TU + FU

Hrbr, TU F1FU 53 5 AR A IR R R
SIRMIREARLL A RFEA T AT S A, 0 <
A <1,

IR PERE 23 3 AN AR A3 (19 R AR A 7 g if
[B]) ; ASH I bt ], A5 Y 5 BT IsFR], 7E 2 43 JE
[]

3.3 SKIGIREE
SIS AE A F B0 Intel (R) Core (TM) i7 -
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10750H CPU @ 2.60 GHz,16 G NAEMIEA DA
HINSEAL, 2RISR RFC, 28N 0.9, %
FHALHT 28 LB AIE, I 2R 42 AR AR 1 L8R 4 = 1,
WL AERABON 100, /0258850 20, 22
FEMAR /N 400 FEA
34 EWER

W SIS A B, IR IG IR, 58 OB %
RO I I SRR A | SR LR 2,

K2 ZIBERFSE

Table 2 Experiment sequence step

ihgs2 BRSPS ik

AFBE 1 (19 — 1)) cl,c2,c3,c4 5
B2 (1, —ty) cl,c2,¢3,¢4,¢5 6
BB 3 (1, —t3) el ,c2,c3,c4,c5,¢6 7
B4 (15 —1y) cl,¢2,¢3,c4,¢5,c6,c7 8

BFBES (1, ZJR)  cl,e2,¢3,c4,¢5,c6,¢7,c8

3.5 AREFETEE

5 AN Bt BBV RIZEFHT AN RN FE bR LA 2 A
FEIERR UL 3, TUCS A 4 A BOBr SR P AE
90%7 47, R BT 90% (HE A2 R BAL H N
TR EW R, T, NA B, Zeat 4 AR
BB S el - o8 SHBHIR BN E NS S T
U o PERE

£3 SARBRECMEMPFEZANTNERURIALERE

Table 3  Evaluation indicators and normalization accuracy of

known and new classes in 5 time periods

inpd 2551 P R Fl NA

MBE1 B2 (cl —c4) 09895 0.8850 0.9343 0.989 40
B S5) 0.8950 0.9944 0.942 1

fBE2 BAI2E(el —¢5) 09783 09453 0.9615 0.988 30
BZE(c6) 0.9050 0.9837 0.9427

BfEE3 B2 (cl -c6) 09237 0.8933 0.908 3 0.934 60
B T) 0.9125 0.8859 0.8990

MEE4  BMZK(cl-c7) 09373 09316 0.9344 0.995 60
B e8) 0.917 5 1 0.957 0

BFBES  BEI2K(cl —c8) 09642 0.8837 0.9222 0.98125

7E: ¢l :facebook _audio, 2:ftp, ¢3: skype_video, c4: voipbuster, ¢5:

bitorrent, ¢6: hangouts_audio, ¢7: skype_file, ¢8: youtube

A CITHEE TUCS 5 V-EVT 4325 PR RE XS I
% 4,5 V-EVT ML, A OO EE T HIZE RFHZE P
PR S~ 10 DN E A, F1IRE 3~5 DA A, %
K NA B2 1~2 DA R, V-EVT 1§ F1 RILA

U, AT RE R 250 B 2R R MM T 2 TR
P, [Ff}, RFC 148 52010 A BRAR 4 8L & Jal A /K
B AT e H F1ORE AR N 22—, B HBr
25 REE T NA PR

ARt [ PERE UL 26 5, TEVIZRB B, V-
EVT B T Y%k RFC, 0 75 2405 45 1 28 10 B A JR A
R BT RN ZRE ] A L2 R TUCS R 2l
Y5 H, M H, , V-EVT(B& T35 RFC $EM) 2t
SRR JEAT R ARy SRR B RN B G —
P RERBCR I £ TUCS 432 (o]t Bl 2 354 in, 2
5 Wi o ¢, B 2T 25 22 53 258 (R I IA R ZBe 1)
T RAR) BFBLS 153 S R ERA (W] B B 1K
o BMASKR UL, TUCS B34 43 2 Bsf 8] 1 A7 B B 1
BB 4 ()7 FERT 31

R4 TRFHERLEENMEREXT L

Table 4 Comparison of new class detection performance of
different methods
, £k %
Jrik NA
P R F1 P R F1

V-EVT 0.8970 0.8053 0.8487 0.8178 0.8707 0.8434 09190
IUCS 09250 0.8780 0.9009 0.8848 09152 0.8997 0.9470

TUCS AN[a] ik Z A5 0 B s (] 4] 5 B s, A28
OB L EHTI SR, AR S5 1 A P AR R ]
BEW AT LG L 2

FEA- 1473 20 8] /ms

B 1 mfBz 2 B3 Bz 4 B 5

5 AEBE IUCS 421
Fig. 5 IUCS classification time in different periods

£S5 AET5ER EMEEE (ms/HEAR)

Table 5 Time performance of different methods ( ms/ sample)

Jrik PR ZeShil
V-EVT 0.745 7 0.407 5
1ucs 0.119 7 0.035 3
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Fig. 6 IUCS model update time at different times
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