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Implementation and research of hospital information system
encryption based on packet improved key extension algorithm

SHEN lJifang

(Information Department of Beihai Maternal and Child Health Hospital, Beihai 536000, Guangxi, China)

Abstract: Currently, most hospital information system encryption uses traditional advanced encryption standard algorithms ( AES
algorithms) , which urgently need improvement due to their poor security stability, large computational workload, and inability to
effectively manage sensitive data. This article improves the traditional AES algorithm based on the group improvement key extension
algorithm. By using the best affine transformation and multiplication inverse operation, the attack resistance of the S — box is
improved, and the efficiency of data encryption and decryption is improved through algorithm parallelization. Experimental analysis

shows that improving the key extension algorithm based on grouping can improve the calculated efficiency of hospital information

encryption systems, enhance operational efficiency, and enhance security performance.
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Fig. 1 AES-128 encryption and decryption process diagram
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Fig. 2 AES-128 algorithm parallelization grouping improvement

structure diagram
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Fig. 3 Scalability test ciphertext data change bit count statistical

chart
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Fig. 5 Comparison of the operational time of two algorithms
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Fig. 6 Experimental statistics on memory and CPU usage of two

algorithms
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