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Intrusion detection data augmentation based on
GAN and feature selection technique

CUI Zicai, ZHONG Bocheng, ZHAO Xinyang

( School of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

Abstract: In order to address the shortcomings of the traditional GAN model, better extend the network intrusion data and alleviate
the problem of high dimensionality of data, this paper proposes the GAN—-CS data enhancement model. The data is preprocessed and
then augmented with attack data using the improved WGAN-GP to generate additional attack samples. Then, the features that best
represent the dataset are selected using a Chi—Square test method, and a balanced dataset is generated for classifier training, finally
the dataset is classified using a variety of different classifiers to evaluate the model effect. In this paper, experiments based on
UNSW-NBI15 are conducted to perform three dimensions experiments such as data enhancement data volume selection experiments,
model feasibility experiments, and model superiority comparison, respectively, and the results show that the models proposed in this
paper all show better results than similar models under multiple classifiers, which can effectively improve the detection performance
of intrusion detection models.
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Table 1 Comparison of data volume before and after data augmentation

Gyl WURATACE  JEIRI0 000 METRZE10 000 HITEZE20 000 HEIRZE3T 000
Analysis 677 10 677 10 000 20 000 37 000
Backdoor 583 10 583 10 000 20 000 37 000
Dos 4 089 14 089 10 000 20 000 37 000
Exploits 11 132 11132 11 132 20 000 37 000
Fuzzers 6 062 16 062 10 000 20 000 37 000
Generic 18 871 18 871 18 871 20 000 37 000
Normal 37 000 37 000 37 000 37 000 37 000
Reconnaissance 3 496 13 496 10 000 20 000 37 000
Shellcode 378 10 378 10 000 20 000 37 000
Worms 44 10 044 10 000 20 000 37 000

F2 BUEMRATEAEMERITLL (ERRRRSEDR)
Table 2 Comparison of accuracy before and after data

augmentation (using decision tree classifier)

VeI MR
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3% 10 000 0.696 5
HE5R E 10 000 0.465 7
H458 2 20 000 0.702 5
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Fig. 3 Comparison before and after enhancement
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Table 3 Comparison of the enhancement effect of this model with other models in UNSW-NB15 data
) NB DT RF KNN Bz w2
e
Accuracy F1 Accuracy F1 Accuracy F1 Accuracy F1 Accuracy F1

WGAN-GP!'7] 0.563 3 0.523 6 0.701 5 0.684 8 0.7217 0.683 5 0.700 9 0.674 8 0.679 2 0.586 6

GAN-Fs[2] 0.597 0 0.538 1 0.686 0 0.659 7 0.720 6 0.682 8 0.700 9 0.674 8 0.683 2 0.589 7

GAN-CS 0.607 3 0.5419 0.735 9 0.701 6 0.796 3 0.737 2 0.725 4 0.689 1 0.736 8 0.6159
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