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Color image watermarking algorithm based on visual cryptography and DCT-SVD
SUN Lei, WANG Hongjun, LIU Xingi

(College of Mathematics and Computer, Jilin Normal University, Siping 136000, Jilin, China)

Abstract; This article proposes a color image watermarking algorithm based on visual cryptography and DCT-SVD. The color
secret watermark image is divided into three shared images of the same size as the color secret watermark image through a visual
cryptography scheme. Verification information and test images are generated using the image to be labeled, watermark image, and
the key. The watermark image and verification information are provided by the copyright owner, and the key is saved by the image
owner. When verifying the ownership of the image owner, the image owner is required to provide a key, which can be combined
with the key, test image, and verification information to generate a watermark. If the key is correct, the generated watermark can be
recognized as the original watermark. One of the shared images are embedded into the carrier image using the DCT-SVD watermark
algorithm and attack testing is conducted. Finally, the digital watermark extraction algorithm is used to extract the shared image from
the carrier image that has been commonly attacked, and it is overlaied with the remaining shared images to recover the secret
watermark image. The experimental results show that watermarks have good imperceptibility and robustness.
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Fig. 1 Test images used in the experiments of this paper
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Fig. 2 Watermark share copies generated by the visual password
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Fig. 3 Test watermark and original watermarked image obtained

(a) MK ED

after verification
XHRATKEN G B EGGHEA T 1 HERME A gy
BRI E A /K EN A AR SR AN E 4 P,

(o) e )5 (h) MR M 75 I (i) HCHENE: 7= )5
PEEUE % HEH L PRI %

4 EZEMHENIXFRIAKED S ZHE K
Fig. 4 Watermarked share image extracted after being tested with

various attacks
52 Wik B K BN A 0y B R S R oy A0y
HEATE NG W SE g 45 R 5 s

i Ik B
B 5 HHEUNKEREHKNSEREGSFHRIZMHEMER
Fig. 5 Results of overlaying the extracted images of watermarked

shares with the remaining shares after the attack test

H DA b 07 B S 06 5 SR RT 0, Y A G )
Z ek Bt JPEG B4 U o B G | i %
SRR | R DR Aty BRI R R e ST
ST SR K ER S )i A K EDEHR Z ] 35
A D] SR K BN R RS AR DL Bty A
RUFEENE,

FIHE—ILREL (NCAE) FRZSHtHUE (SSIM
1B SEPPAR 4 HR 0 R85 D i PRI ORE B ) 1 22 5%
H— AL R B (NC {H) BIBeeRIkN

> 3 Wi, )W, )
NC=— ‘Nz‘ o — (10)
J;;muﬂ 2 2 W)
o, EHOKEPRRZ L W (i, ) Jo i, i
BUKERREZELL W' (i, j) NEAL,
BFFEAT A, NC (AT 1, P40 2 K B {4 A
ol
SARE 2 RS X Y, 3X 2 SRERUGAESE K F R
TV RT 2 11) SR A5
(2 p, M, e ) (ZO-X)‘ +c,)

(i +u;

SSIM(x,y) =
(x,y) fe) (ol ol o)

(11)

HO o, BRI G o WOFEIE s, T H ]

1y W9ZEHE o, FoR MR IRIR « WX HBE o, F

AR y RN G 30, TR « ¥ Wk (844 1 &
apoN

CEFFEIMEIE AR - 1 21 28], 78 2 SRR 58



158 B o /5 M5 MM

14 3%

M REO T ,SSIM 5T 1,

HR Z BT 7K B RGRITE 32 2 0l s B EUY K
Bl BG EUE B JF s 2R A 5 i ATK ER i 1 8044 ]
Bt A 3] NC{EA SSIM {EILF 2,

*x2 ERWE
Table 2 Common attacks

p— KENFEG  JKEDEMR  HikEG SiEEIG
NC {8 SSIM & NC {8 SSIM {&

PR I 0.962 4 0.903 2 0.997 5 1.000 0
JPEG JE45 0.965 2 0.906 0 0.998 1 0.999 1
L ANNIIR 5 0.991 6 0.899 9 0.977 4 0.999 5
N 0.984 1 0.903 7 0.903 0 0.997 3
=545 1F 0.994 8 0.999 0 0.998 1 0.995 9
T 0.987 5 0.900 1 0.998 2 0.999 1
ETRE g 0.992 2 0.999 3 0.999 8 0.999 6
Tiede et 0.938 3 0.901 8 0.832 2 0.992 2
BN 0.908 7 0.906 7 0.976 7 0.996 3

HIZR 2 AT, 2 KK BN MR AN AR R T Y
NCAEFN SSIMAEFREEIT 1, WK ENREAEHRHTIN Eh A%
TE TRCRERGE P bR MR 7 A5 A 0 PH A 1T 1R ) Jak
TR, K BN R A58

6 ZERIE

ARSCHE T —Fh L F 38 %65 F1 DCT-SVD 1Y
T A EMEOK BN | 38 o I 5 2 08 7 N R (Rl %
TKEREUEAR 53 1 3 10 557 (A 3% K ER UG S5 R /N )
oy EUG R R bR MG K ED MG M4 4
B IEAR BRI G . AR 2580 i (A5 OR 56
UEAF BE AT AR K B 2 B E i, DU 2B 1 i 7K ER AT
PO A6 7K B, 36 B rh — 103 43 0y RS R
DCT-SVD /KBRS itk A 21 2 1A G b I 2047 oy
I S5 A1) I 7K B B B U7 R AT 7K B Y 42
W, SEBRES A 168 22 5 WG J5 2 B0 K
BN A EUR , SRR 43 240 64T & N4 g 1k 52 #
HOKEDEUR , 2 e R B K Bl = R 5

JOK BN 20y AR K NC {5 AT SSIM HARBEIT 1, 41
=

Sk

(1] R, EA R BFoKENEOR SR [T]. B H], 2015, 14
(8): 45-49.

[2] B ETHCFKEERNAENIEMR[D]. K& HMAK
2, 2018.

[3] Zmem. STV R EFKENVAEME [ D], Mat. R K
2, 2018.

[4] Bk BOroK B ARAE S R R B R [ T]. K&
TR F ( BARBIRR) ,2022,23(1) :96-99.

[5] Hleume. %7K ERE AR 78 4% ik b (& b i i [ 7). Hb 3 2s [l
H,2022,20(2) :114-118,122.

[6] AR, 2 Ehh. B2 T DCT ZE#e B roK ENEL [ T]. WM& 4
HAR G R ,2020(7) :49-51

[7] BRRE, RIEZ. Alf DCT 5 SVD 21 i 55 B 5K NS it ot
[J]. HEYUGE ,2022,39(7) :507-511.

[8] WA, EULH. FETREARY ALY il iKEI[T]. &
eSS B L2020, 10( 1) :80-83.

(9] M3, MM, 3 T P58 25 R0 0 10 ZAG D A 2R K ER B9 [T ).
FHRHLN H 5% ,2016,33(9) :328-333.

(10T HH I, BR8P 22 /N o 2 A K BRG]
HEHLTFE,2014,40(9) :178-182.

[11] 2. T RS 05 B SE B R K ENFEk [ 7], 5
F,2016,15(3) :178-180.

[12]RERFOL. S BRE B KEN R [ T]. Aafk¥k,2018,44
(1) :160-175.

[13] 4474, BT MSB ML E B KBNS [ 1], K B4l
2015,14(12) :26-29.

[ 147 M8, S RIBK ENEE R A OCISE [ D). BUM AU B FRHE
K2, 2018.

[IS]RZE MR, ZEE. TR ARG E KA [1].
BB AR, 2018, 42 (2): 101-109,114.

[16]NAOR M, SHAMIR A. Visual cryptography [ M ]//De SANTIS
A. Advances in Cryptology—Proceedings of Eurocrypt.
Heidelberg ; Springer, 1995:1-12.

[17]5KT00E , AT ), 257, 3T DCT 5 ik 1 507 /K ED R WF 5%
[J]. ¥imlE&E S B3k, 2018 (4): 14-16.

[ 18] Ak, JET DCT MBCFoK ERue ek [1]. 7= it
2019, 26(2) : 88-90.

[19] /7. #F DCT 3 JPEG EEEF/KENE %[ D). dbat. dbat
E 24P, 2019.

[20] B/, 3T Arnold F1 DCT 7 4 Y 6 M PR 4007 K ED Bk
[T]. WAMIDHVE2EBE244, 2018, 40 (10) ; 24-29.



