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Unknown network traffic detection based on
confidence information and cascade structure

WU Zhiyuan, DONG Yuning, LI Tao

(School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications, Nanjing 210003, China)

Abstract; In order to improve the performance of open set flow recognition, this paper proposes an unknown network traffic
detection method based on confidence and cascade structure, based on the analysis of confidence distribution of known and new
classes. This method uses a cascade structure to firstly detect new class samples with high confidence, then uses the maximum
confidence difference to classify the new and known classes, and uses the maximum confidence to finely classify the known classes.
In order to better detect new classes with high confidence, an algorithm for filtering pseudo negative samples from unlabeled data is
also designed. The experiment shows that compared with the existing representative method, the F1 of known class is increased by
13%, and the F1 of new class is increased by 3%, and the overall accuracy is increased by 5%. Training and classification are also
significantly less time—consuming than existing method.
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1.1 EF SVM WFERIRA

Scheirer 225 S P 1-vs—Set LR T 32
F¢ a3 ML ( Support Vector Machine, SVM) Xf £ 12
TR R S [ AT 29 o DAY/ N T il s T) JXURS: | 3
XA ) RS RR), hy 1 A D IR B
Y 22 2538 50 7] 5, Scheirer 4527 10 FI) ] Bk
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RN HEMF R EGEIMEF AT,
R KR EEREZ (C/D,,,) KXITC R,
X PR A B A A 25 IR A TR 2 ¢fD,, 1
HB. MMEAW CID,,, KT B ZAEAB A A
ZE W, A HIE X T B HIZEAEAS, AR 5 H A
REFE (Cf,.) HEFTaRI,

HI TR EREA ) CfD,,,, W KT HME, A
SCRI A G R T X 0y, A T @i ek
FH BB 5B 28, B in T — 22, T EL SR
AN T W ARARIC T AFEAS AT I 25, YN 2R B
HE L s, B 1w, H M BEPLAR AR (Random
Forest, RF) —/p2s, HISRAGI D, KFBIER
B RE 2402588 H, B AN HEAR T 25
FEMARY B, R B it —20 X 43 T AR 2

1 ilZHE
Fig. 1 Training stage

M Bos B 2 s, B2 1, « A
WA, 75 20 HE TR E $2 B ( Feature Extraction ,
FE) FIERIE1EHE (Feature Selection, FS) ; z /&4 H 1
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Fig. 2 Test stage
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2.2 HiE&E
SEE R 2 AN ELSE S EAEAE . 1SCX non—VPN
(ISCX) BE 4" 1 VideD PUATEIEEE, Horb VideD &
2021 ~2022 ) E R E R EE AR ] R Wiireshark
AR R BRI B E B WER 1 fik 2, BT
B SO S 1 B 1SCX AT VideD BdlE4E4IF
H RS BAREE (MixD) , AT IIF
*1 ISCX Z9EE
Table 1 Partial data of ISCX

51 i [
S AL BitTorrent  Ftp ,Skype 1 000
Va5 T Facebook , Hangouts , Skype 1 000

HEAF Email 1 000

1PN Facebook 1 000

AT Skype , Youtube 1 000

F2 VideD HIEE
Table 2 VideD dataset
251 N AR
Hi% douyu_480p ,huya_480p ,douyu_1080p 1 500
ki tencent_480p ,tencent_720p ,youku_720p 1 500

2.3 HHEREN

R T SRR AR o 28 A R L s
F B, BRI B R 10 S o Bt A7 R AE T
BT 10 MR R R T2

KA P EHR IR AR /NT Y] ALREREFS]
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JFH, BRI 6 N FAITHRR 17 DGt iE W
3, BLAN MRPESCERD 17 ] 48 H B A0 R R 1 | R
FHAB SR Y 2 A AL AL KN S SR BE 1
B 25 A TNATAAAE SRR A 4 A4S AT A
FRAE, 3E45 8] 131 ASAFAE

F3 F(EET) GO

Table 3 Statistical characteristics of stream ( packet sequence)
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(1) FEATRFAE P2 BT 8] 52 % B2 o3, 36 1 52
JEANEE 0(n) (n NEAREAED) PRIET4E;

(2) TR G TAR 2 LU SRR 2Z 8] 1Y B2
IRFRAHC R, X T B IR BRAHSC R BUOR T 0.9 B4y
FEXT , DA HH N 5 55 2 AH DM/ N —A

(3) i i Bt L AR AR T T R AE 2R AT HE R, B
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25 BEREERESH

BT ORI GRS B AGBER X BRI 2
i AN 2 SRR [ g R R AR SR B AT LR AR
Xof N [ A S5 R B0 1) 28 A B A A iR T o0 AT, 4R
FUEE MIR-A R (MixD) EEHLIEEL 8 AAIFEA
YERT AN I Hb 8 AME R, FE (5 A LK
R BAREEZE 340, A0 i E 3 FEl 4 Fos,

B3 SHMEMHFENEFESHE

Fig. 3 Confidence distribution of known and new classes

ICONCREIEFA
B4 BHENMFENSKEREESHE
Fig. 4 Maximum confidence difference distribution of known and

new classes
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Fe38 T 50% , M S MR T 50% , HEHZEE  FEARTTHRUX 4B HIZR#HE,
B KRB B 22 X ) 1 5 Bzt v T 2, (B 0.9
F4 BREBEEDPAEACNEMFLAGHNEXREGEEEE(09,1.0]ZEHNDH

Table 4 Distribution of the maximum confidence difference between (0.9, 1.0] for different known and new classes combinations in mixed

dataset
RASIESE e Bk CfD,, 437 /% B2k CfD,,. I3 /%
2.14.16 5.6.7.12.13 90.1 7.65
6.8.14.16 3.7.10.11.13 88.6 11.50
3.8.9.16 4.7.10.11.12 78.1 15.20
4.5.7.14.16 3.6.10.11.12 90.5 27.10
2.4.7.12.14 6.9.11.13.15 81.8 31.60
3.9.11,12.15 2.4.6.10.14 80.8 49.20
6.7.10.13.16 2491214 93.6 13.00
1.5.6.7.8.16 3.9.10,11.13 91.7 35.60
1.2.9.11.,13.15 3.5.10.14.16 84.1 23.30
5.7.10.11.15.16 1.2.8.9.12 91.5 28.00
1.45.7.11.13 2.8.9.10.16 86.6 25.70
2.3.7.8.9.16 4.6.12.13.14 71.4 10.60
1.3.4.5.6.13.15 7.8.9.12.14 74.9 10.50
1.3.4.6.8.13.15 5.7.9.10.16 72.9 10.20
2.3.5.68.11.15 1.4.12.14.16 70.0 26.60
2.6.7.8.10.12.14.15 4.9.13.16 78.6 8.32
1.3.5.6.7.9.11.14 2.4.8.12 85.7 25.90
2.3.4.5.6.10.13.15 7.8.9.11 70.4 1.16
2.4.6.7.8.10,11.13 15 9.14.16 73.6 7.23
1.4.6.8.9.10.11.15.16 5.7.12.13 80.4 16.90

* T B SRR I X 56 £ - 1-BitTorrent .2—Email . 3-Facebook_audio .4—Facebook_chat .5 ~Fip ,6—Hangouts_audio ,7—Skype_audio
8-Skype_file .9-Skype_video ,10-Youtube ,11-douyu_480p ,12~huya_480p ,13—tencent_480p , 14~tencent_720p ,15-youku_720p ,16~douyu_1080p

2.6 KRERIZHEARAIIFIE 3.Fori = 1,2, k| do:
SRS H, R R EGE 2 ME L = 0.9 X2 4. HOC - SVM, % U #174325 435 U,,
AR R0 28 S FEAR IR KR EBFEZEKRT U,
B, oI A B AR R R B R 25/ N T 5.M1 =U, U Uy,UU,- UU,
B, B 2, HM R KR EFEE RS 6.For m in M1
AR T 0.9, XT3k EHE, H, 2K HRD N 7. Wmonly in Uy, || Uy | Uy || Uy
@S 1< 8. m e M2
TArRER H, B RR AR AR K T 9. Else:
AR 22 BB I B EA TN ZR, vT AR ], (R3R 10. m e M3
Ay TR)AE SRR AT DL 2 S M R R bR IL.MA=U_, NU,, NUs,.. NV,
IO AR SR AR AR IC B P £ 12. M5 = M3 U M4
REAS FHAVIGE H, , HEH B8 T 3R AEE s A 13.RF it M5 h BN FEAR m MBS LA
KT D, BUAER GIFEAR, Fik i Bk 1 m, =t 000 )
No 14318 m, PEEE max FIEEE min 192
BE 1 RARIC B e fH: B, =l ~ i
BMN CHZKz(z,2,,,2,) Kboidinfds U 15.For m in M5
IR OR A B 22 I {H B 16. I3, > B then:
MWl AEC A HR R EEE 2 KT BRIANR 17. meM
WwEAETEM 18. Else:
1.Fori = {1,2, -+ k} do: 19. EFHm

2. B z, JHETYI%,155) OC - SVM, WU, U _(i=1,2,-,k),555&0C -SVM,
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aob e R A B 22 (B A TR 2SR DN 34 FT DA 5 o
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LIPS S Uy
k2 CHZSRUEIE G R o Rk
MmN RAWEYE X mKEFEZERMEB
W ORI 2(z,,2,,,2,) FiKy
L. XPEHE X 7R AR 42 BORRRE £ 15
B AR %
2. H W x AT 88y, o,  HFy, ey
3. H, fithx, PRDHEARINEFEES L =

{t] NZESARIN tk}

4. A P EGEE max MEAGEE min Y2
ﬁ:ﬁl = lax T Loin

5. Forlinx, ;

6. If B, > B then:

7. l ez

8. i 1 W EFEEES [ PRORCEGER
RERG]

9. fj=1:lez;ifj=2:1l€ez; - ifj=k;
l ez

10. Else:

11. l ey,

12 y=y Uy,
3 LWERS5HH

3.1 iEHIERR
S VPG AL 4G X 40 25 M BE R A () BE A PEA
K H 4 PPN FRFR VAL SRR, 4R T AR ik

HERRSR(NA) 1 A ER(P) AR (R) M F1IE
(F1)'™) ) NA 2 AKS FIAUS T A HIMACE X
HLAKS 2T SR e % AUS S8 25 o 25
WEW R A B E RIS 0 < A < 1
TU FU 53 53R VR 530 T 5 RIS 1% 1B SR AR 40 P
S TOUIN Ay 1 51 235 SR o D ) BRI 5 R R TR IE R
Ak B e F1 & PR R ATy, BAR
HHEILA (1) ~ K(6):

NA = MAKS + (1 — A)AUS (1)

k
Y (1P, + TN,)
AKS = (2)
> (TP, + TN, + FP, + FN,)
i=1

TU

AUS = (3)
TU + FU
TP
P = (4)
TP + FP
TP
R = (5)
TP + FN
2% P %R
Fl = (6)
P+R

Horp xFE s i kU, TP, TN, FP, FN, 535
FR R  IEAE A EOR TFEAR B 40 F 1R Y
IEREARBRGAREARLL; TU FU 53 313278 P50 1E 5 A
FERBIHT REEARLB A AR TP B AT & el
0<A<l,

3.2 AEEHEEXEE

AR S A e K A B 22N 0.9, N3 R
HEATHAIEFN FE 8, MR G Bt S rh B ALl B T —
HEFEFFRA S, P aHs 6 e MR 6 14~
B, AFRVERALA R R 4 R LR 5,

®5 RAHEELREHESEHRR

Table 5 Classification results of different thresholds on mixed dataset

BYIIES Bk
B NA
F1 P R F1 P R
0.6 0.8222 07741 0.876 7 0.6868  0.8282 0.5867  0.770 9
0.7 08722 08446  0.9017 0.8222 0883 0.7667  0.869 6
0.8 0.8984 09019  0.8950 0.8810 08923  0.8700  0.9252
0.9 09313 09786 0.8883 09362 08976 09783  0.9836

HI2 5 AT, BE BME A4 o, ISR 26
(9 F1 LUK NA BRI e, M BI{EN 0.9 B, 73265
Rk, XTI, 1B ER R, 2R T)
XEFHE, M BIE T R, A 4R Tt

3.3 AREFAEXTEE
WA SIS ASG-SVM ! 1EIR & B 42 1
TP Rexs L 45 R Wk 6,
AN, WA S5 ASG—-SVM #E 47 st ] 14
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Table 6 Comparison of classification performances of different methods on mixed dataset

BYHIES FEN
ik NA
F1 P R F1 P R
AP 09313 09786 0.888 3 09362 08976 09783 09836
ASG-SVM  0.796 4  0.7929  0.800 0 09102 09171 09033  0.9344

®7 REHEELRREF LR BN

Table 7 Comparison of time performances of different methods on

mixed dataset ms/FEA
VRS VIERIE] Ay2entE]
LS @R 0.076 7 0.042 4
ASG-SVM 31.170 0 1.841 1
4 LERIE

SR T S 0SR20 AT ARSI, A S0E
XS C RIS S I A5 o A A5 20 B, 42—
iR T A5 BE A R 5 IR A BB A I 7 0%, O
B T MARARIC R i e O A A5 . G,
M5 T AN e T R B AR AR s H
R A L 20 R s TR T B E A BT 2 A 2 A
REEATEAT X0, JF I 3 KB AR B 2 R A T
Morde, T 2 D ESEMZ R A TR & B e
4 BT TSRS E, B HER AR T 90% , 5B
AREIETTIEM L, A SO LM E A 2L F1
L SR ERG R I B E AR T, BN SR 73 Sk a] B
WD N AR PR R AR (14 PR 5O, DR
Xt 2 25 H BN [RBTG5 55
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