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Electronic health record scheme based on CL-LRSS and blockchain
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Abstract: In order to protect the privacy of the blockchain—based electronic health record system with decentralizations when users
share their data, a certificateless linkable ring signature algorithm combined with stealth addresses (CL-LRSS) is proposed. First of
all, through using the certificateless signature system, the rights of trusted third parties are weakened to avoid single point of failure.
At the same time, CL-LRSS adopts the ECC to reduce computing costs, not using bilinear pairing maps. Then, combined with the
single—key pair stealth address technology, the data is transmitted to the receiver’s stealth address to protect the receiver’s privacy. In
addition, smart contracts and IPFS are applied to realize data encryption with access control and storage which are recorded on the
blockchain. Finally, the security proof and simulation experiments of the scheme are presented. The results shows that the proposed
scheme can efficiently and safely realize the transmission and access of electronic health records.
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Fig. 1 Frame diagram of block chain electronic medical record scheme based on CL-LRSS
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bytes memory dataBytes=bytes(m)
bytes memory policyBytes—bytes( policy) ;
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10. /744 % A% 1PFS
11. string memory cid =ipfs.upload ( eiphertext) ;

13. emit EHRupload ( msg.sender, cid) ;
14. }
15. |

1

2

3 event EHRupload (address indexed patientAddr, string indexed cid) ;

4. function uploadEHR( AAPK, string memory m, string memory policy ) public view returns( bytes memory) {
5. /7R TR R L R [ SR 2 ) Ay 71 M2
6
7
8
9

bytes memory ciphertext =openabe.encrypt( dataBytes , policyBytes ,AAPK) ;
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Fig. 2 EHR upload algorithm
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1. contract EHR |

2. /S TR TR D U ]

3. event EHRupaccess (address indexed visitAddr, string indexed
cid) ;

4. function visitEHR ( ASK, string memory cid) public view returns

(bytes memory) |

5. /7 S BIE

6. require ( authorizedRole [ msg. sender ]," Permission
denied" ) ;

7. /744 IPFS W A (B 5 A = 1 44

8. bytes memory ipfshash =bytes( cid) ;

9. // W TPFS LR BUINE i) v 5 D

10. bytes memory ciphertext =ipfs.download (ipfshash) ;

11. //3i ] OpenABE JFEEAT i 4%

12. bytes memory decrypted =openabe.decrypt( cipertext, ASK) ;
13. /R T R BRSPS

14. string memory plaintext=string( decrypted) ;

15. return plaintext;
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17. emit EHRaccess( msg.sender, cid) ;

18. }

19. |
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Fig. 3 EHR access algorithm
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Fig. 4 Signature generation and verification time
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Fig. 5 Stealth address generation and verification time
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Table 1 Comparison of CL-LRSS scheme with other ring signature

schemes
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