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Design and implementation of paperless signature system
for real estate counters based on SM2

CAI Zhaowei' , LIU Congjun'*, LIU Chao’

(1 School of Computer Science, Jiangsu University of Science and Technology, Zhenjiang Jiangsu 212003, China;
2 JiangsuKeDa Huifeng Technology Co Ltd, Zhenjiang Jiangsu 212003, China;
3 Zhenjiang Real Estate Registration and Trading Center, Zhenjiang Jiangsu 212003, China)

[ Abstract] In recent years, the popularization of e-government has led to the change from the manual signing method of over—the
—counter documents to the paperless electronic signing method in the processing of real estate business, followed by the issue of the
identity authentication of the signer and the security of the signature key in the electronic signature. In this regard, design a paperless
signing system for handling real estate business in counter document signing scenarios. The system is integrated into the real estate
one—window acceptance platform, and consists of a client server, an identity authentication server, and a collaboration server to
achieve paperless. Sign related service functions. The key technologies in the system are studied, and a collaborative signature
scheme based on SM2 is proposed. The scheme integrates the authentication of the signer’s identity and uses the PBE password—
based key algorithm idea and the threshold cryptography key segmentation idea to improve the encryption. key security. Practice has
shown that the system can realize the signing of paperless documents at the real estate counter, improve the work efficiency of real
estate counter business processing, and provide a construction foundation for the online reform and service integration of real estate
business in the future.
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