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Research on cross—chain data integration technology
based on committee rotation mechanism
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2 Department of Cyberspace Security, Faculty of Computing, Harbin Institute of Technology, Harbin 150001, China)

[ Abstract] With the development of blockchain technology, the application scenarios of blockchain are constantly enriched and
complex, and a safe and efficient cross—chain operation is a prerequisite for the large—scale application of blockchain technology.
However, because different blockchain networks can have different protocols and architectures, different blockchains are isolated
from each other, making it difficult to perform cross—chain operations. Based on the research of existing cross—chain technologies,
this paper proposes a new cross—chain consensus algorithm and designs a cross—chain data integration scheme based on committee
rotation mechanism by combining the idea of trust evaluation, which provides a new solution for the research of cross - chain
technology. This paper designs a dynamic trust evaluation model that introduces the forgetting mechanism, and the trust model over
time. The committee members are elected as cross—chain message transmission mediums based on the dynamic trust degree of the
network nodes. At the same time, this paper designs a distance—based message verification mechanism with reference to the idea of
PBFT consensus algorithm. Committee members verify and sign messages through this message verification mechanism and reach a
consensus.
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Fig. 1 Blockchain cross—chain network model
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Tab. 1 Trust calculation algorithm for each time period of a single node
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Tab. 2 Trust value calculation algorithm of full-chain nodes
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Tab. 4 Update result of node trust relationship vector
B (AL F it
HE
Nodel Node2 Node3
o(WItHk) [0,0,0] [0,0,0] [0,0,0]
1: Nodel—Node2 [0,0.5,0] [0.5,0,0] [0,0,0]
2. Node2—Node3 [0,0.5,0] [0.5,0,0.5] [0,0.5,0]
3. Nodel—Node3 [0,0.5,0.5] [0.5,0,0.5] [0.5,0.5,0]
4. Nodel—>Node2 [0,0.667,0.5] [0.667,0,0.5] [0.5,0.5,0]

5: Node2—Node3 [0,0.667,0.5] [0.667,0,0.667] [0.5,0.667,0]

6: Nodel>Node2 [0,0.7,0.5] [0.7,0,0.667] [0.5,0.667,0]

7: Nodel—Node3 [0,0.7,0.667] [0.7,0,0.667] [0.667,0.667,0]
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Tab. 5 Committee Election Results /\4+ 5 % g
% RS BRASIREL PR 268 {5 4T 1) 2 TR (RS T) ME B2k 20 £ ’/\qﬂ 8 £ j‘]%ﬁ_ﬁ%, 12 %
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Tab. 6 Datapool full message

pool

sender:ws://127.0.0.1.:7002
receiver:ws://127.0.0.1.9003
data ;stand up
signs:10273,234123,4213123,

sender:ws://127.0.0.1.8001
receiver:ws://127.0.0.1.7002
data :sit down
signs:10273,23127,4213123,
signNodeNumber ;3

sender:ws://127.0.0.1.7001
receiver:ws://127.0.0.1.8003
data:byehye
signs:10273,12837,4213123,

signNodeNumber:3

sender:ws://127.0.0.1:9004
receiver:ws://127.0.0.1.8002
data ; thank you

signs :32946,870324,4213123,

signNodeNumber:3

sender:ws://127.0.0.1.:7005
receiver:ws://127.0.0.1.8005
data:i love you

signs ;10273 ,12837,4213123,
signNodeNumber ;3

signNodeNumber ;3

=7

ZEREH

=
n

Tab. 7 Committee members

Committee members

Netl Net2 Net3
nodeid: 1 nodeid: 0 nodeid: 1
nodeip :ws://127.0.0.1,7002 nodeip :ws://127.0.0.1;8001 nodeip :ws://127.0.0.1,9002
nodeid: 3 nodeid: 1 nodeid: 0
nodeip :ws://127.0.0.1,7004 nodeip :ws://127.0.0.1;8002 nodeip :ws://127.0.0.1;9001
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Fig. 2 Execution time under different committee nodes for a single data
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Fig. 4 Execution time with different amounts of data
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Fig. 3 Execution time under different committee nodes with large amounts of data
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