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Fault analysis of the authenticated encryption algorithm SUNDAE-GIFT
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[ Abstract] The SUNDAE-GIFT is an authenticated encryption algorithm with GIFT-128 as the underlying block cipher. It was
selected in the second round of the lightweight project organized by the National Institute of Standards and Technology ( NIST). It
can protect the confidentiality, integrity and data source authentication of data transmission. It is widely used in resource—constrained
embedded devices such as radio frequency identification tags, smart cards, and sensors in the Internet of Things (IoT ). By
Combining the design structure and implementation characteristics of SUNDAE — GIFT, this paper realizes the fault analysis of
SUNDAE-GIFT. The attackers can inject faults into the underlying block cipher GIFT-128 in the encryption process, and analyze
the ciphertexts to break the cipher. This is the first statistical fault analysis of SUNDAE-GIFT. As the experiment shows, SEI, HW
and MLE distinguishers require 768, 576 and 608 faults, respectively, to recover the 128 -bit master key of SUNDAE-GIFT. It
shows that the fault analysis poses a serious threat to the SUNDAE-GIFT. The research provides an important reference for the
security of other authenticated encryption algorithms.
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Tab. 1 Comparison of statistical fault analysis on a partial subkey

AES LED Ascon SUNDAE-GIFT
,Z %%g W 2 NI . e e " w
A [ iy [ e [ it [
SEI Byte 320 Nibble 70 Nibble 66 Nibble 48
HW Byte 288 Nibble 39 - Nibble 36
MLE Byte 224 Nibble 40 - Nibble 38

1 SUNDAE-GIFT &%

HFSiiA

B Z5 4 e AR k] ) A

IEM e (Z3)7 WL, C e (Z3)" NEX, A
e (Z3) 2 RREEHE, B e () MoIREHES, T
e (Z3)% NWR%, E NIRIZ I ms,

LXe (ZDPNEMBA,Y e (Z3)2 NE,
i, K e (Z3)2 128 AR EHH, kb e (Z3)*
S KIS AT ,RK, e (Z22)"° W i 5 F54H, 1
Hie[1,40],5€[0,7];

e SC.SC™' A SEMS &M, PB . PB™ AP HE

1.1

PR P B0, ARK T80

I8 Sy e (Z3)"° A8 i %8 S GnirpIREs  Hr
e [1,40], it~ HICRMLREST T 5 Q, FhElk
ARYSEBRER s n A EE R T ERAE ; hw, S
FAFER A V, o P RPRAS PR R
(04 @ ey L 2l 1 BN P 7oy
1.2 SUNDAE-GIFT Z#5

SUNDAE-GIFT & L) GIFT-128 i )2 % 5 )
SUNDAE Z5HE I IATE B 5k . S A 45 R i B B |
FIREHE A BHSC M RN EH K it AL B bR s T %% 5.
C, oK BN 128 e SRk as i an (sl 1 s,

1 SAEMNZE % SUNDAE-GIFT 444
Fig. 1 The structure of authenticated encryption algorithm SUNDAE-GIFT
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Fig. 3 The theoretical distribution of a nibble
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Fig. 4 Fault diffusion path of SUNDAE-GIFT
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Tab. 2 The formulas and extreme values of different distinguishers
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Fig. 5 The probability of recovering a partial sub key with
different distinguishers
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Tab. 3  The faults of breaking the master key with different
distinguishers
B R DRvES
SEI 768 =99%
HW 576 =99%
MLE 608 =99%
2.3 #EAT

FEM ZF8 015 SUNDAE-GIFT 55 v r i 52 (1 st
B), R A BRI A G o S AR . R
FHAA X A 380K A 7 2 B, AN TR] 55 B 5500t 7 f bt
(AN 6 fros, Horb Al 5 9o ) 2 7 R AR
FURS () HE R, Y Bl ) R 3K B % & B, SELL HW Al
MLE (FERT 5354 7.98 5.80 1 6.13 s,
24 EZE

8 ZR A5 %k SUNDAE-GIFT 354 3 %54 iir
e (I B) 52 2% B VBN 52 44 B, T Al i e 1T e
I3HT B ARG R TR, R[] X 40 g TR
SUNDAE-GIFT B i b [i] 52 2% B Fn 4 2 2% B2 I &
4 RMATS, Hrh F RoRBEE, S FoRn B R



76 B o /5 M5 MM

ERRES

25[f H S = 2",

FEI /s

10 15 20 25
s

E6 FERSH[EEIDSFERNFEH

Fig. 6 The time of recovering a partial subkey with different

distinguishers
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