®13% 1M 2 B8 it E M5 M A
Vol.13 No.1

20234518

Intelligent Computer and Applications Jan. 2023

XEHS: 2095-2163(2023)01-0198-06 HE S ES: TP393.08 MR ERS: A

B TRREERE[ARENZPNERNEE

g, B, BFms
(LB IT K= =R, A4t ELWL 063210)

O ARGIEE T BRIR SR 7E 8 Ui B v A7 B B $O05 TR R LA o 2R R ol L ke /S T R 45 PR 2R
BRI AR BT L Il AR SR H — b T e 1 23 B8 AP L 19 2 0 AARAGEIASE 2R | 32 MR ] P e 11 i i
AR A\ BRI B AN 5 B RS RUIN RN (o PSP 0 2% i DA A o 400 45 AL, 0 R RN Bt R AR A AL DA AR A
SCHREE AR A SO I ARG A GERL a7 > BRSO 23 ) SEEAR L B S s i v R AR S

SRR RN I RTSAS s SRPERIZG AR

Intrusion detection model based on noise denoising autoencoder and elastic net
CHANG Huixin, YANG Limin, CHEN Lifang

(School of Science, North China University of Science and Technology, Tangshan Hebei 063210, China)

[ Abstract] In intrusion detection modeling, data corruption or incompleteness will affect the model training effect. There is a
problem of data overfitting in the training process. In addition, there is a lack of judgment basis for unknown attack traffic. To solve
the above problems, in this paper, an intrusion detection model based on denoising autoencoders and elastic net is proposed. The
model uses the denoising autoencoders to reduce the impact of input data damage and incompleteness on model training, uses the
elastic net to solve the problem of data overfitting, and uses the loss value as the judgment for unknown attack traffic. In accordance,
the experimental results show that the intrusion model constructed in this paper has higher accuracy and better detection effect than

traditional machine learning algorithms and deep learning algorithms.
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Fig. 2 DAE-EN model implementation process
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Tab. 1 Partial data of NSL-KDD dataset

NO  duration protocol_type  service outcome difficulty
0 0 tep private neptune 21
1 0 tep private neptune 21
2 2 tep fip_data ... normal 21
22540 0 tep http .. back 15
22541 0 udp domain_u ... normal 21
22542 0 tep sunrpe ... mscan 14
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Tab. 2 Attack classification in NSL-KDD dataset

Witz m UGS
DoS Snmpgetattack back land neptune smurf teardrop pod
apache2 udpstorm processtable mailbomb
R2L snmpguess worm httptunnel named xlock xsnoop
sendmail ftp_write guess_passwd imap multihop phf
spy warezclient warezmaster
V2R sqlattack buffer _ overflow loadmodule perl rootkit

xterm ps

Probe ipsweep nmap portsweep satan saint mscan
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Fig. 3 Confusion matrix of normal traffic and attack traffic
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Tab. 3 Detection rates of four attack types

Yk ey LoRlES
DoS 0.931
R2L 0.977
U2R 0.955

Probe 0.99

Loss

Normal Dos R2L U2R Probe
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Fig. 4 Loss distribution of the test set
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Tab. 4 Comparison with traditional machine learning algorithms
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