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Intrusion detection system for train communication network
based on FastGRNN model

FANG Yifan, ZENG Peifeng

('School of Computer Science and Technology, Donghua University, Shanghai 201620, China)

[ Abstract] In this article, a network intrusion detection system based on FastGRNN ( Fast Gated Recurrent Neural Network )
model suitable for training communication networks has been proposed. Experiments show that FastGRNN has higher classification
accuracy and lower system occupation than other classification models. With the excellent characteristics of the FastGRNN model,
the system can deploy network intrusion detection programs on the existing equipment in each carriage of the train, and converts

them into intrusion detection nodes while these types of equipment are doing their own jobs. Compared with the centralized intrusion

detection system, the system has higher efficiency and lower deployment cost.
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Fig. 1 Typical corporate network security architecture
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Fig. 2 Structure of train communication network
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Structure of intrusion detection system for train

Fig. 3
communication network
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Fig. 4 Workflow of intrusion detection system for train communi-

cation network
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Tab. 1 Distribution of the dataset
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Tab. 3 Experiment result

(53 2AE BE (MERA R KSR H BE | FL 2380 O
H e LTI E 2 Mg iR mARIEp
22858 (SVM  KNN AL AR AR ) H i AR 2D 1Y
PIAT, {EAH HE FastGRNN B | o0 SeA8E RUER 7E /3 kG
JEE SRR (] AR A A

FastGRNN [ 5 73 254 J Al 45 5 T H 35 Y
IDS P S AT EEME, T BiF 2 AU
L1 A8 & DL 90T % BL A (40 STM32MP1 &
B) o 3R R AR BRI B )R, REAE
P ARSI B 11 [ i ORI DD AE

FHLZ B HERR R/ % KSR/ % A1/ % F1 535 PIFE i FH/kb BEREA T [H]/ms
FastGRNN 96.54 96.56 96.54 0.97 14.06 29.41
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GRU 93.47 94.20 93.47 0.93 917.98 37.23
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