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A secret image-sharing scheme based on QR code and steganography
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Abstract: With the advent of the digital era, the problem of preventing data and information leakage is an enduring concern
nowadays. In the visual cipher encryption process, people focus on the protection of the original secret information, while neglecting
the protection of the shared copy and the verification of the sender and the participants in the information transmission process.
Therefore, in this paper, we propose a secure sharing scheme to protect the secret shared copies under the (k,n) — pixel unexpanded
visual cipher scheme, based on the error-correction and fault-tolerance function of QR codes, and improving the existing hiding
methods. Aiming at the real problem that QR codes are easy to be read and tampered arbitrarily by eavesdroppers during the
transmission of important information, the RSA asymmetric encryption algorithm is utilized to verify and protect the sending
transmission of QR codes. The experimental results show that the scheme in this paper reduces the aggressiveness of the shared share
in the encryption and sending process, realizes the verification of the sender and the participants, and ensures the authenticity of the
encoded content of the QR code and the reliability of the transmission process.
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Table 1 Encryption rules of the VCS scheme without pixel extension
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Fig. 1 (2,2)—Results of the VCS experiment
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Table 2 QR code error correction grade table
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Fig. 3 The basic framework of steganography
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Fig. 5 Digital signature verification process
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Fig. 6 Experimental results
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Table 4 Comparison of related schemes
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