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Research on false data injection attack detection
based on adaptive unscented Kalman filter algorithm
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[ Abstract] False data injection attack utilizes the vulnerability of the bad data detection mechanism of power system to affect the
result of state estimation by tampering the state estimation, which poses a serious threat to the security and stable operation of power
system. Aiming at the vulnerability of bad data detection mechanism, this paper proposes a false data detection method based on
adaptive unscented Kalman filter. Based on the results of static state estimation weighted least square method and adaptive unscented
Kalman filter, the Euclidean distance is accustomed to calculate the deviation of the two estimates, and the detection threshold is set
according to the Euclidean distance of global node to judge whether the system is attacked by false data injection in real-time. The
IEEE-14 standard node system is used for simulation analysis. The simulation results show that the adaptive unscented Kalman filter
can make up for the defects of the bad data detection mechanism and successfully detect the injection of false data.
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