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Research on electronic evidence storage model for public security
bureau, procuratorate and court based on blockchain

CHEN Chao
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[ Abstract] Electronic evidence is one of the important types of evidence in judicial activities. Electronic evidence has the
characteristics of easy to copy, easy to modified, easy to lose and easy to damage, which affects the credibility of electronic
evidence. On the basis of the analysis of the business process of the public security bureau, procuratorate and court and the research
of blockchain, this paper proposes a storage model of electronic evidence based on cloud storage and blockchain. The cloud storage
server stores the original text of electronic evidence and the blockchain stores metadata such as the hash value of electronic evidence
and queries electronic evidence. The cryptographic technology ensures the confidentiality of electronic evidence, and hash algorithm
ensures the integrity of electronic evidence. The combination of cloud storage and blockchain to realize the distributed storage and
automatic verification of electronic evidence provides an applicable way for improving the credibility of electronic evidence.
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Fig. 1 The business process of the public security bureau, procuratorate and court
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Fig. 2 The framework of electronic evidence storage model
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Fig. 3 Data structure of blockchain
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Fig. 4 Storage of electronic evidence
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Fig. 5 Inquiry and download of electronic evidence
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